
Security Tips of the Day

IT Security Awareness Training



Challenges

• FISMA Reporting
• 8500 Personnel
• 80+ Missions World-wide
• Low IT Training Budget / Minimal Trainers
• Limited Mission IT Support Staff
• WAN Bandwidth Constraints
• Content “Currency” / FISMA Targeted Areas



Security Tips of the Day

• Centrally Managed
• Browser-based (Thin Client, Local EXE)
• Daily-delivery of One/More Tips
• Broad Awareness Training Content Base

– NIST FIPS and SPs
– ISO 17799 and Industry Best Practices

• Role-specific Training
– NIST and USAID

• Alert Capability



Security Tips of the Day – Examples



Our Successes

• Awareness Training to All 8500 Personnel
– Quickly Done Each Day (Not CBT)

• World-wide Deployment
– Shared Executable and Login Profile Modification

• Monthly Grading and Reporting
– Aggregates for FISMA

• Content Flexibility
– FISMA Targeted Areas (Phishing, P2P)
– Urgent Alerts (Same/Next Day)
– Content Templates


	Security Tips of the DayIT Security Awareness Training
	Challenges
	Security Tips of the Day
	Security Tips of the Day – Examples
	Our Successes

